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Finally, we explore the various types of computer viruses and how viral "payloads" and the class of the
targeted computer will determine which federal subsection can be applied to the crime. Cookies, privacy and
cyber security Identity theft in the Internet The strategies of password Terms and conditions in the software
Digital piracy and security Cyber security while downloading files Social engineering and its importance
Software updates and patches and their importance The most well-known closed vulnerabilities The
emergency actions after hacking The main causes of cyber crimes Biometrics and cyber security The unified
user profiles, their advantages and dangers Further reading:. If people believe that the consequences outweigh
the benefits t hen they will freely choose not to participate in the criminal behavior. Cybercrime has expanded
since the technology era and has advanced with several new devices that allows information to be stored or
recorded by gathering evidence that is pertaining to a crime. Aquinos Cybercrime Law destroys Internet
freedom. You are on page 1of 2 Search inside document Joanna Christine R. Among the cybercrime offenses
included in the bill are cybersquatting, cybersex, child pornography, identity theft, illegal access to data and
libel. Significance of the Study The study provided information about the Cybercrime law. Under the new act,
a person found guilty of libellous comments online, including comments made on social networks such as
Facebook and Twitter or blogs, could be fined or jailed. As stated in Republic Act under section 12, the law
enforcement authorities can collect real-time data from the people, without the need of a warrant properly
issued by a court. Cybercrime is any act of crime committed online and is one were thousands of people fall
victim too every day. Essay Topic: Law , Crime Sorry, but copying text is forbidden on this website!
Electronic Commerce Act of , 11th Cong. While this law is being discussed, many reactions has been made. It
aims to address legal issues concerning online interactions and the Internet in the Philippines. Then, in section
III we discuss in detail three major computer crimes and analyze how the different statutory subsections are
applied depending upon the technical details of the crime itself. And that is why the Cybercrime law was
formulated and was approved. There is a considerable measure of definitions for cybercrime. Similar with my
previous example with Sen. At the same time, legislators face the need to balance the competing interests
between individual rights, such as privacy and free speech, and the need to protect the integrity of the world's
public and private networks. We begin with a discussion of the various denial of service attacks and the
applicable statutes. I also like to watch documentaries and a television show on cybercrime scene
investigations. The definition of cyber-crime or computer crime mostly depends on the purpose of using the
item. Like pollution control legislation, one country cannot by itself effectively enact laws that
comprehensively address the problem of Internet crimes without cooperation from other nations. In this paper,
I analyzed six different articles from various sources. People rationally choose to participate in criminal acts;
in order to prevent these acts from occurring people need to know that consequences will outweigh the
benefits. With the newly approved law, violators of libel committed through a computer system, if proven in
court, will be punished with one degree higher than what the Revised Penal Code as amended, thus, protecting
people who are cyber-bullied and lost on how to fight for their rights online. Jurisdiction also lies when a
punishable act is either committed within the Philippines, whether the erring device is wholly or partly
situated in the Philippines, or whether damage was done to any natural or juridical person who at the time of
commission was within the Philippines. What is immoral about the law is that, the fact that it limits our
freedom and it violates our right of privacy. Just as a murder prosecution is dependent on how the crime was
committed, different hacking techniques trigger different federal anti-computer crime subsections. The policy
of installing applications to the phones and tables Security measures in Windows, Unix and MacOS
Encrypting viruses Loss of data and its restoration The process of authentication The ways of network
intrusion and their detection and prevention Itsand security measures The most prominent pandemics of cyber
viruses White hat and black hat hackers: who are they?


